
How do attackers obtain your password? 
The most common method is finding it in data The most common method is finding it in data 
dumps from websites which other hackers have 
compromised.  Attackers can also research you 
via social media and attempt to guess your 
password. Your dog's name followed by your 
year of birth (e.g. patch1969) is not a good 
password. An attacker can easily find out your 
dog's name and year of birth.  dog's name and year of birth.  

Password re-use
This is our biggest problem.  Re-using the same This is our biggest problem.  Re-using the same 
password across multiple accounts will result in 
you having an account compromised.  For 
example, you use the same password on your 
iCloud account and a travel forum.  When the 
travel forum is compromised, your password is 
now public knowledge. The attackers will take 
the email address and password from the the email address and password from the 
travel forum and try to log in to any service 
they think you use.  Now, because you re-used 
your password, the attacker has access to your 
iCloud account. 

Generating secure passphrases 
A long passphrase is better than a short A long passphrase is better than a short 
complex password.  Rather than a single word 
with your year of birth after it and some special 
characters randomly thrown in, take 4/5 words 
and create a phrase or sentence.  This will be 
much easier to remember.  You can still meet 
complexity requirements by using punctuation 
which will naturally fit into phrases/ sentences.     which will naturally fit into phrases/ sentences.     

Password managers
Password managers are special pieces of Password managers are special pieces of 
software which store all your usernames and 
passwords. Think of them as bank vaults.  We 
store all our valuables in one very secure place, 
protected with a strong vault door. In this case, 
the vault door is your “master password” which 
unlocks your password manager. Anytime you 
need to log in to a site, you unlock your need to log in to a site, you unlock your 
password manager and copy/paste the 
password into the website.  Much more 
convenient than trying to look up the password 
in your little black book or trying to remember 
which variation of your password you used for a 
specific site.  While this is an “all your eggs in 
one basket” approach, the basket is very secure.  one basket” approach, the basket is very secure.  
It is highly likely that you will be compromised 
because of password re-use.  It is far less likely 
that your password manager will be 
compromised.      

PASSWORDS
Passwords are often our only line of defence against an attacker. 
Unfortunately, most people re-use the same password for most 
of their accounts. This re-use can have catastrophic 
consequences for the security of your online accounts. 

Use a different password for every account. 

Use a password manager to help you store and create passwords. 
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